Secure: How to Avoid Attacks
on Hardware and Data

Morgan Holkesvik
CISSP,MCITP

What | hope you get from this

Understanding of what a "Hacker" is

Knowledge of the vast amount of information
online and how it can be used

Understand the risks of the digital age and
how to guard against attacks

A little about me...

From Waxahachie, Texas

IT Assistant Manager at the Texas
Association of Counties in Austin, Texas

Graduated from Texas State University with
a degree in Public Administration and History

No formal computer training
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Most famous hacker in the
galaxy

“ 1 changed the conditions of
the test”

What is the most powerful
tool at a hackers disposal?

Google

Google Search H Im Feeling Lucky Lengusge Taol:




What can we find on
Google?

* Lock Picking - 19,300,000 hits

¢ RFID cloning - 580,000 hits

» Wireless Hacking - 23,600,000 hits
« Safe cracking - 21,800,000 hits

 Social Engineering Techniques - 6,000,000 hits
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What's the second most
powerful tool?

Youl [T

(i1 Tube;

The worlds obsession with
Youtube

88,000,000,000 video views per month

48 hours of content is uploaded every minute...




136,000 Videos on
picking locks

255,000 Videos on WiFi
hacking

2,380,000 Videos on Social
Engineering

Youl T

Universal Master Key

Where Hackers hone their
skills

DErCeoiN

blagck hat

UsA 2015

RACKk A DAY




What you may expect

Understanding Human Behavior

* Human behavior is a
!unchm-’n'ally important to
have ccessful social-
engines

* Humans want to trust you!

* We LIKE likeable peopla.

Hacking with Psychology

Some Caution

* Only targeted sales,
engineering, and others.

Probabilities

* Stayed away from IT at this

poént, n
* Woman have a 0% maorne

* Stayed away from Pubbc

Relations and erecutives
{who may pack up on it}

Hacking with Psychology




"The access panel on the sign is generally protected by a
small lock, but often are left unprotected. Upon opening the
access panel you can see the display electronics."

"In all likelihood, the crew will not have changed the
password. However, if they did, never fear. Hold "Control"
and "Shift" and while holding, enter "DIPY". This will reset

the sign and password to "DOTS".




he next day...

ON TIME
HAHAY #
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80,000,000 Records 21,000,000 accounts

Anthem 4

Black Hat activities

Average cost per compromised record: $154

$3,800,000

Average Cost of Data Breach

Double That or More for Health Care

Anthem expected to top $100,000,000 hit.
(That's just for notification and identity theft monitoring)




There’s a Cost Even if Everything Goes
Right

« Full Stop of Operations
* Bring In Forensics

* Fix the Problem

* Bring up everything

« Wait for results

Why risk jail time?

« Difficult to pinpoint who started it

« Often foreign based operations
with no regulations

« Prosecution extremely difficult
due to chain of evidence

» Economy downturn creates
cyber criminal jobs

+ Money. Lots of money.




8 charged in $45 million
cybertheft bank heist
By Civs isicore @GCNNMoney May 10, 2013 1:56 M ET

How hackers stole $45 million from banks

Stolen Data Black Market Value

$10 per Health Record
$1 per Credit Card

How much money?

$575,000,000,000
In 2013 Alone.
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Now for the fun stuff

On the offensive

Social Engineering

The Con Artist




e — ATES
WANTED: Somebody to go back in time BETTER LOANR
with me. This is not & jokeq P.O. Box 222, AVAILABLE!
Oakview, CA 93022, You'll get paid aRer.
we get back. Must bring your own
weapons. Safely not guaranieed. | have
only done this snee 3

Bt In compiter
shills you neét

o
O e Iy S——

The old way of doing it.

facebook

craigslist
ot casats

oy coours

fosnes
i rtmers
Canses

The New Way

Reach millions in seconds
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Twitter bomb

B

- e

Whoo-hoo. Just hit 1,000
followers.

Neil Patrick Harris Carrying a Red Brahmin Stasha Hand
at the Emmy HBO Luxury Lounge - hutp:/ /bit.ly/QFIG7

New Handbag Blog Launches - CoachPurse-s.com -
hatp:/ fbit.ly/ 1PQd2N

Whew... Back up on twitter, three days away and I start
having withdrawis.

Snob Worthy Links September 15, 2008 - http:/ /bit.ly

First step- gather followers

Remember, you can pretend to be anyone

N
10,000Followers
—
+ Delivered in 21-30 days
+# Guaranteed Results
+ Real Followers

Price: $129
Order Now)
|

Or first step if your lazy...




Time to camp

And play the waiting game

A global event provides a perfect
opportunity

CNN offers editors (not me, yet) trip to Atlanta to
tout new wire service. http://bit.ly/31Bz8z

I've got pics!




Warning

&j Warning! Virus detected

Threat detected:  Adware Windl looklme ab
Securty ik
Infeetea ). Apphcation DutalMcroscOFFICEVDATA red. dat

Derscriptn:

Recommmonded: - b
Y Fease chck Remove " buthon b erase o rfected fles | ) Ammove Al
el purct your B -

Redirection

Pay me to fix!

w570 Ox 00000000, 0xF73120AE, 0xC , 0xCO000000)

A problem has be ected and Windows has been shut down to prevent damage
to your compu

DRIVER_IRQL_NOT_LE

F el is the First time you’ve op
conputer. If thiz ccreen appeas follow

Check to make sure any new hardware or software is prope
new installation, ask your hardware or software manufacturer for any
you might need.

If problems continue, disable or remove any newly installed hardware or software.
Disable BIOS memory options such as caching or shadowing. If you need to use Safe

Then disaster strikes




Joshua Norton

wall Info Photos +
# Tell us sbout yourself. Bagin editing your profile below.
About Me

Male
April 1, 1905

Single

Your progress,

Write somathing a

Education and Weork

City and County of San Francisco
Empero
San Francisco, Califarnia

Ruled as Emperor of the United States.

UCLA 21

Histol

san fransisco high school '18

Likes and Interests

1 Love




Contact Information
stealmyld
THSE654

Create your He

seal

Check ivalabity

Reset your password

Account » Reset your password

Select an option for resetting your password.

Security Question
Use my secret answer to verify my identity.

Question: Favorite historical person

Secret answer:

Customer support




You have changed your password
Use your new password to sign in to Windaws Live ID stes and servces. Learn mare about Windaws Live ID sdes and servces

Sign in to Windows Live

Famous example
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Harvested Emails

—-eeeeeee- Forwarded message .
From: Message Center <p shihoimanl com>
Date; Man, Jul 23, 2012 at 5:17 PM

5 hank yau from -

Drcar Laura,

O beliall of - you have been issued a §1.000 Visa Gill Card free of charge.

Card tygre: Visa Gill Cand

fssued 10: LAURA

Issuing branch; Austin, Texas

Valid watil: 022015

Please use the following website to claim your card and have it shipped to the address of your choosing

56102 WWW KRR Eom

Note that elabsns st be made within 48 hours from this email being senl. of the above link will become invalid.
Simeercly, Rachel

Customer Service
Emplayee Benefits Center, LLC




Too Good to be True

Spearfishing

Selective targeting

The T"arg'et




Notification and fees

The following fees and deposits are charged by the property at time of service, check-in, or check-out
Fee for in-room wireless Intemel: USD 9.95 (for 24 hours, rates may vary)

Fee for wireless Internet in all public areas: USD 9.95 (for 24 hours, rates may vary)

Valet parking fee: USD 12.00 per day (infout privileges)

Pet fee: USD 50 per room, per stay

Freely given information

a 20-year hosplakty veleran. is recenty joined by the rest of the axscuive
uing:

. han 30 e
sucoasal ful-sarvicn holod operasons in major and bertiary markets o the

San Aroric e with The

Asaistant Gereenl Manager — ooems Division Wi 21 years
— iy, b
Pinging o drecice of Rousekaeping, COROrIte Sakes manager and
msiatact ganeral marager. i 007, she i romwsted i e 1 Crowne
Hotels for InterContnental Mot

Group.
Assistant Genersl Manager - Food and Baverage.

 carver ke nascral naies trares e Grrom g
Calenng shbed Matagers or & S hotel comeany.

Director of Human Rescurces A ratvn of the San Marcos
wea, Dagan her prolessional career i the hospitaley Incusiry
‘wharu sh uickly mxceled; pror io jong John G Hammons Hotsls &
Rmorts, s haid B poastion of HRY manager wih Cirtas,  hotel ndasy

brings 20 years’ experience in

Starwood Hotels and Resorts Worldwide - Hotel Reservations with ...

warw starwoodhol OOATy

Book at the offici for Sheraton, Westin, Le Maridien, W Hotels, Luxury Collection, St
Regis, Four Points, aloft & element Hotels- view exclusive online offers ...

* Show stock quote for HOT

Time to look around...




All in one wonder tools

And it's free

* Info on individual people

* Phone number reverse
lookups and associations

* A specific document

« Every bit of information
about a website including
sub domains like "mail"

« Email associated with a
person or company
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Morgan Holkesvik

Picking a Target

Hergan abesek A, TX, US Bl

Pty for ergen mspton Holkeweik, 11 years obd, Austin, TX, 15
Morgan Hampton Hollesvik

o

e

X0 s . A

Losking for a8 Canfinals.......

Laoking for Prospect, rookies, current, and hofers

Imic what you have and i | have amytring u like from my bucket
- ) | will check buckets as well

s, Dt Aug 2000 lets get scme trades going

posta: 1,367 e
= Awiys Looking for Ryan and Stafford Autas and any St. Louls Cardinals

B i REMINDER!!| Cards can and may be dealt untd trade is posted!!l

e e

Ve iy bira et 1 dont want o hear your whining because [ traded a card we wene discsssing in a thread and you
Card casn. 40,00 wanted to think about it.

Ti view ks o i i Ssgredures your pest Count must be 10 o preeter. Fou curmentry heve 0 posts

Finding the bait




The trap is

Or Just Mass Spam

But We Have Virus Scanners?

* Virus Scanners are 20-40%
effective (some sources say

closer to 10%) "‘ AVG |<AS|)3RS|(Y§

» Tens of thousands of viruses

are written every day N.ODB.E: c ﬁAnti"irz
* New malware will delete .
itself quickly after dropping N M%f,c,t, @ Eum

payload or stealing data e
@bitdefmda" o ’ s

Gartner believes 97% of e symantec.

systems have been

compromised




Social engineering
prevention

« Don't post every detail about your life - No one cares...

« Change your passwords frequently

* Have an up-to-date Virus Scanner (think of it as a bullet proof vest)
« Use "false information" for password reminders

« Don't participate in Chain Letters

* Never use a work email for personal reasons

* Be ajerk

~
# I\

WiFi Hacking

Time it takes to break
wireless security

» Open Air - None
* WEP - 60 Seconds
* WAP - 15 Minutes

Bl
* WAP2 - (2-10) Hours A—




Wireless Access Points within a few blocks
of TAC

YouTube for the win...




Free Wi-Fi
for everyone.

Now at Starbucks.

Free public wifi

But what's the cost?




~—~ FREE

- 0 for everyone.
fl‘%gmgwfl"F Now at Starbucks.

YOUR GUIDE T 0
FREE CONNECTION | ﬂ

Man in the Middle

Wi-Fi

Choose a Network...

ASF1BDF1DAB1NVT4F4F59

attwifi

Cisco19069

hhonors

Hilton Conference Center

Other...

So which one did you connect to?




Which is the fake?

Wireless security -
prevention

e Use WPA or WPA2 Encryption

« Change your wireless key on a regular basis
» Change the routers default settings

» Avoid using public hotspots if possible

« Don't use if there is a security concern!!!




Breaching the Gate

Why would someone risk
breaking in?

Whacha got?

Why would someone
risk breaking in?

* Whatcha got?
» What are the risks?

» What are the chances of
getting away with it?




You do the Work

Low cost Trojan Horse

i =
Recon

Google street view




Lk Ao 1%
3
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Smart Phone Recon

How to thwart a camera







Open Sesame

The deadbolt

Solution:
Bump key




S0 A BUMPREYSHUK

Bume Key Sets

Or do it the old fashion way

Thousands of YouTube videos




The Padlock

Solution:
Shims

RFID Cards

Solution:
RFID cloner




So what? It's too complicated
for your average thief right?

Craigslist:Hacker
Outsourcing

austin craigslist > senvices offered > small biz ads
PCE FPGA Design service

Date: 2010-08-15, 802PM CDT F
Reephy to: serv-Jazkp- 1900782014 B craipsbt org ™=
Hardware Embedded engineer is booking for n Coatract job

Cacut, PCB, FPGA
Cont effective, Fast prototyping

£4 NOT ok 10 eontact has postes with srmsces or otler commecns] miseits

PostnglD: 1900782014




The Keypad

Or if that doesn't work...




Shoulder surfing techniques

Follow the leader

Biometrics




Preventing a physical
security breach

¢ Purchase bump resistant dead-bolts
« Biometric readers

« On - Site security

« Monitored surveillance

¢ Layered Security

« Due diligence - There are no stupid questions

Man on the inside

What's up for grabs?

» Confidential hard files
» Valuable equipment

» Computer Data
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Log On to Windows

User name:

Password: ‘ |

Log o to:

[[Jtog on using dial-up connaction

ot ][ cancel | [gtutDown...] [cotions << ]

What's the password again?




Your secrets safe with me

« Under keyboard E‘
* Desk drawer

 Taped on monitor -
* Taped in cabinet

* Laying out in the open

Sometimes you get real
lucky

Typical default passwords

Connect to pam

* Guest | ii“'“ N

* Administrator
Connecting to Pam

+ Password ssirame

« "plank" Password:




How can a hacker logon?

Install a

How can a hacker logon?

Use free
speciality —
software k| ek
available

for

download

You [T




PWN Plug 3G

Choose from the following 3G adapters:

How to mitigate the
damage from a break in
» Use layered security
» Change passwords on a regular basis

» Question anomalies - Was my drawer left
open? Why am | logged in?

 Audit access logs

« If possible, store files on the network

Let's sum it all up
Ask yourself:

« Do they need to know?
« Do | know him or her?
» Was that always like this?

« Is this convenient or
secure?

» What happens if it all goes
wrong?




Lastly, remember that nothing
is 100% secure, because
hackers will change the
conditions of the test

Thanks!

Morgan Holkesvik




